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Agenda

1. Background on WHOIS and Data Protection (15 min)

2. Registration Data Request Service (RDRS) and Impact of 
Privacy/Proxy Services  (45 min)
○ Business User Experience with RDRS
○ Law Enforcement Experiences with RDRS 
○ Rr Experience with RDRS  
○ GAC Q&A on RDRS

3. Updates (15 min) 
○ Urgent Requests   
○ Registration Data Accuracy

4. Considerations for ICANN79 San Juan Communiqué (15 min)
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Why this is important for the GAC

Per the GAC Principles Regarding gTLD WHOIS Services (28 March 2007), recalled in the GAC Abu Dhabi Communiqué (1 Nov. 
2017), the GAC noted they “continue to reflect the important public policy issues associated with WHOIS services” including 
that “WHOIS data [...] is used for a number of legitimate activities, including: 

1. Assisting law enforcement authorities in investigations and in enforcing national and international laws, assisting in 
combating against abusive use of internet communication technologies; 

2. Assisting businesses, other organizations, and users in combating fraud, complying with relevant laws, and 
safeguarding the interests of the public; 

3. Combatting infringement and misuse of intellectual property; and 

4. Contributing to user confidence in the Internet as a reliable and efficient means of information and communication by 
helping users identify persons or entities responsible for content and services online.”

And still relevant when considering compliance with Data Protection Law

The GAC advised the ICANN Board “it should use its best efforts to create a system that continues to facilitate the legitimate 
activities recognized in the 2007 Principles, including by: 

1. Keeping WHOIS quickly accessible for security and stability purposes, for consumer protection and law enforcement 
investigations, and for crime prevention efforts, through user-friendly and easy access to comprehensive information to 
facilitate timely action. 

2. Keeping WHOIS quickly accessible to the public (including businesses and other organizations) for legitimate 
purposes, including to combat fraud and deceptive conduct, to combat infringement and misuse of intellectual 
property, and to engage in due diligence for online transactions and communications”

WHOIS and Data Protection: Importance to the GAC

https://gac.icann.org/contentMigrated/gac-principles-regarding-gtld-whois-services
https://gac.icann.org/contentMigrated/icann60-abu-dhabi-communique
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Draft Registration Data Consensus Policy (EPDP Phase 1)
Registration Data Consensus Policy

● The Registration Data Consensus Policy, is now published (with the exception of provisions related to 
the timeline for response to Urgent Requests) and must be implemented by 21 August 2025.

○ This Consensus Policy will become part of ICANN’s contractual requirements for Registries and 
Registrars within 18 months of its adoption and replace the Interim Registration Data Policy for 
gTLD (20 May 2019) 

○ The GAC provided input at several stages of the developments leading to the adoption of this 
policy.

Timeline for response to Urgent Requests

● Agreeing on a timeline for response to Urgent Requests for disclosure of registration data in
“circumstances that pose an imminent threat to life, serious bodily injury, critical infrastructure, or child 
exploitation” proved unattainable in the policy implementation process. 

● Most recently, the ICANN Board responded to the GAC Chair (11 Feb. 2024) noting that “the Board 
concluded that it is necessary to revisit Policy Recommendation 18 concerning urgent requests [...] and 
the manner in which such emergencies are currently handled” and indicating that “[f]or this, we believe 
that consultation with the GNSO Council is required”.

● The SSAC has recommended that the policy be substantially reconsidered to become fit for purpose 
and that, in the meantime, ICANN gathers and shares data about Urgent Requests (SAC 122)

https://www.icann.org/resources/pages/interim-registration-data-policy-en
https://www.icann.org/en/system/files/correspondence/sinha-to-caballero-11feb24-en.pdf
https://itp.cdn.icann.org/en/files/security-and-stability-advisory-committee-ssac-reports/sac-122-12-12-2023-en.pdf
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Business User Feedback

Patrick Flaherty, Verizon
Senior Managing Associate General Counsel
Intellectual Property Law and Policy Group

RDRS Experiences & Initial Feedback  (Business Users)
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Law Enforcement Experiences 
(provided to the Public Safety Working Group)

Gabriel Andrews, Public Safety Working Group
U.S. Federal Bureau of Investigation 

RDRS Experiences & Initial Feedback (PSWG)
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RDRS Experiences & Initial Feedback (PSWG)
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/brief tangent - raising awareness of RDRS 

To request redacted information, please see 
rdrs.icann.org

To request redacted information, please see 
rdrs.icann.org

To request redacted information, please see 
rdrs.icann.org
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RDRS Experiences & Initial Feedback (PSWG)
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RDRS Experiences & Initial Feedback (PSWG)
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RDRS Experiences & Initial Feedback (PSWG)

Inputting the Domain:  ccTLDs  
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RDRS Experiences & Initial Feedback (PSWG)

Inputting the Domain:  Fully Qualified Domain Names
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RDRS Experiences & Initial Feedback (PSWG)

Confidential Requests:  “Denial”, & diverts outside of RDRS

"We are not able to handle confidential request through this 
platform. If you would like request this data please visit…”
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RDRS Experiences & Initial Feedback (PSWG)

Suggest clarifying…
- court orders
- GDPR expertise

…aren’t requirements to 
successfully use RDRS.

Risk that these look 
mandatory, 
when actually optional
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RDRS Experiences & Initial Feedback (PSWG)

#s taken from ICANN’s RDRS Usage 
Metrics 

any typo’s are the fault of the presenter  =) 
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RDRS Experiences & Initial Feedback  (Registrars)

Registrars Perspective

Sarah Wyld, Tucows
Policy & Privacy Manager
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Registration Data Request Service

Latest Updates (since ICANN77)

● Urgent Requests changed to “Expedited Review Request”

Source: GNSO EPDP Phase 2 Small Team Meeting (16 October 2023)

https://community.icann.org/pages/viewpage.action?pageId=259719339
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Registration Data Request Service

Latest Updates (since ICANN77)

● Confidentiality Request from LEA added

● “Expedited” category replaces “Urgent”  (----> further discussion needed on how to 
collect data for urgent requests)

● Registrar Onboarding into the RDRS has started. ICANN reports (18 October) that: 

○ 19 registrars have onboarded RDRS, representing 10% of total gTLD domains
○ Registrars having pledged to onboard represent 45% of total gTLD domains

https://mm.icann.org/pipermail/gnso-epdpp2-smallteam/2023-October/000586.html
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Privacy/Proxy Services

This is what Registrant information 
looks like without P/P services

Try it yourself! 
(lookup.icann.org)
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Privacy/Proxy Services

When Proxy 
services are 
used, the Proxy 
information is 
displayed 
instead.

(lookup.icann.org)
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Latest Developments on Privacy/Proxy Policy 

● ICANN org reported (22 October 2023) to the GNSO Council that:

○ Work on Privacy/Proxy Services Accreditation Issues (PPSAI) policy implementation is still 
paused

○ The assumption is that there are approximately 500 affiliated P/P service providers affiliated 
with ICANN-accredited registrars currently in existence (The 2017 estimation during the first IRT 
was 250 providers)

○ ICANN org has done planning for some directions that could be taken in implementation, in 
anticipation of being able to move resources onto PPSAI once EPDP Phase 1 is completed

○ This week: an informal discussion with members of the previous IRT 

○ ICANN Staff have just released (last night) a *working draft* analysis of the policy 
recommendations in the PPSAI Final Report, 

– an assessment of whether each recommendation from the PPSAI would be high, 
medium, or low level of effort to try to implement today.  . 

Privacy/Proxy Services

https://community.icann.org/display/gnsocouncilmeetings/GNSO+Council+Working+Session+2+of+2+-+ICANN78?preview=/261488863/276431126/2023-10-22_GDS-GNSO%20meeting%20at%20ICANN78.pdf
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Privacy/Proxy Services
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GAC Positions on Accuracy and work of the GNSO Scoping Team 

● In the ICANN73 GAC Communiqué, the GAC “emphasized the importance of holding 
contracted parties accountable for their compliance with the existing accuracy 
requirements, as well as the importance of increasing transparency about 
compliance, in order to inform an evidence-based analysis of these issues” while 
noting that “maintaining accuracy must be considered along with any policy’s 
impact on the privacy needs of all registrants, including those registrants with 
enhanced privacy needs.”

● In the ICANN74 GAC Communiqué, the GAC called for the Scoping Team to move 
toward resolution of Assignment 1, stressing that “contractual requirements are not 
limited to accurate but also reliable data,” while welcoming continued work on the 
development of a Registrar Survey and “additional and complementary work items, 
such as testing of accuracy controls in a manner that is not dependent on access to 
personally identifiable data.” 

Registration Data Accuracy

https://gac.icann.org/contentMigrated/icann73-gac-communique
https://gac.icann.org/contentMigrated/icann73-gac-communique
https://gac.icann.org/contentMigrated/icann74-the-hague-communique
https://gac.icann.org/contentMigrated/icann74-the-hague-communique
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Registration Data Accuracy

Interim Report of the Scoping Team to the GNSO Council

● On 6 September 2022, the Scoping Team’s Interim Report was delivered to the GNSO 
covering:

○ assignment #1: a “Current Description” of Accuracy
○ assignment #2: Possible ways to measure the current state of accuracy that require 

or do not require access to registration data.

● The report includes three recommendations in total:

1. A Registrar Survey be conducted on the status of accuracy of their domains under 
management.

2. A Registrar Audit be considered regarding procedures for determining the accuracy 
of registration data.

3. A pause of the Scoping Team’s work on only those proposals that require access to 
registration data until such time when it is sufficiently clear whether proposals that 
require access to registration data are a viable path to assess the current state of 
accuracy.

https://mm.icann.org/pipermail/gnso-accuracy-st/attachments/20220905/a657f4bf/RDAScopingTeamWriteUpAssignments12-FINAL-2September2022-0001.pdf
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ICANN77 GAC Washington D.C. Communiqué

● Accuracy of registration data is an important element in law enforcement and 
cybersecurity investigations, domain name registration management, and other 
legitimate third-party interests. At the same time, the GAC reiterates that maintaining 
accuracy must be considered along with any policy’s impact on the privacy needs of all 
registrants, including those with enhanced privacy needs… it would be helpful to receive 
quarterly updates on the status of the DPAs and to give further consideration to 
activities that may be resumed by the Accuracy Scoping Team in the interim. 

● In response, the ICANN Board indicated that “ICANN is preparing a comprehensive assessment of 
what activities it may undertake to study accuracy [...]”. 

Registration Data Accuracy
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ICANN org Report to the GNSO Council (19 October 2023)

● Several deficiencies and challenges in pursuing the 4 scenarios envisioned to study accuracy:
○ Scenario 1 - Analyze publicly available registration data
○ Scenario 2 - Proactive Contractual Compliance audit
○ Scenario 3 - Analyze a (representative) sample of full registration data provided by 

registrars to ICANN
○ Scenario 4 - Registrar registration data accuracy survey (voluntary)

● ICANN has identified alternatives to study accuracy: 
○ Inter alia, Historical data on compliance with current contractual validation and verification 

requirements 

Registration Data Accuracy

https://mm.icann.org/pipermail/council/2023-October/027397.html

